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Priority Claim 



This application is a Continuation-In-Part of U.S. Patent Application Serial 
No. 09/705,964, which claims the benefit of U.S. Provisional Application Serial 
No. 60/213,204, both of which are hereby incorporated by reference. 

Field of the Invention 

This invention relates to digital signatures, and more particularly to electronic 
signatures placed in specific locations within documents. 

Background of the Invention 

A digital signature is an electronic rather than a written signature that can be used by 
someone to authenticate the identity of the sender of a message or of the signer of a 
document. It can also be used to ensure that the original content of the message or document 
that has been conveyed is unchanged. Additional benefits to the use of a digital signature are 
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that it is easily transportable, cannot be easily repudiated, cannot be imitated by someone 
else, and can be automatically time-stamped. 

A digital signature can be used with any kind of message, whether it is encrypted or 
not, simply so that the receiver can be sure of the sender's identity and that the message 
5 arrived intact. A digital certificate contains the digital signature of the certificate-issuing 
authority so that anyone can verify that the certificate is real. 

Assume you were going to send the draft of a contract to your lawyer in another 
town. You want to give your lawyer the assurance that it was unchanged from what you sent 
and that it is really from you. First, you might copy-and-paste the contract into an e-mail 

10 note. Using hashing software, you would obtain a message hashing (mathematical summary) 
of the contract. A private key that you have previously obtained from a public-private key 
(certificate-issuing) authority encrypts the hash. The encrypted hash becomes the digital 
signature of the message. When the lawyer receives the document with the message, the 
lawyer's system makes a hash of the received document. The lawyer then uses your public 

15 key to decrypt the digital signature of the message (i.e. the encrypted hash) to obtain a hash. 
If the created hash and the decrypted hash match, the received message is valid. 

This method is an effective tool for securely transmitting and signing electronic 
documents. However, many times with contracts there exists a requirement to have viewers 
of the document sign or initial various important parts of the document. Therefore, there 

20 exists a need for the ability to electronically sign or initial certain specific areas of an 
electronic document in order to make the electronic signing process more like what is 
performed in paper versions. 



25 electronic document signing and signing of selected areas within the document. The system 
includes a plurality of remotely located computer-based systems coupled to a document 



Summary of the Invention 



The present invention is a digital signature system and method that provides 
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processing computer-based system over a public data network. The remotely located 
computer-based systems include a user interface component for displaying an electronic 
document that the user of the computer-based system desires to sign electronically or to 
assign signing functions thereto. The user interface component is also responsible for 
5 interfacing with the document processing system over a data network. 

The document processing system includes a registering component that encrypts the 
document and registers it with the system, an assigning component which designates one or 
more areas of the document for signature tasks by specified individuals, a verification 
component which controls access to the document, and a signing component for allowing 

10 review of the document and executing an electronic signature in each of the designated areas 
of the document, each specific location of the electronic signature placement being recorded 
in the digest of the document signing. The document processing system also includes a 
storing component for storing the electronic document and user credentials, a retrieval 
component for allowing retrieval of documents with previously assigned signature tasks and 

15 for allowing retrieval of user credentials, and an audit component for storing transaction 
history of registered documents. 

In an alternative embodiment, the remotely located computer-based systems include a 
posting component that secures the electronic document and then sends it to the document 
processing system over a data network. 

20 In yet an alternative embodiment, the remotely located computer-based systems 

include a converter component for converting the electronic document from its native format 
into an alternate format. 

As will be readily appreciated from the foregoing summary, the invention provides a 
system and method for allowing users at remote locations to sign and designate for signature 

25 specific areas of an electronic document in a secure environment. 
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Brief Description of the Drawings 



The preferred and alternative embodiments of the present invention are described in 
detail below with reference to the following drawings. 

FIGURE 1 is a system block diagram formed in accordance with the present 
invention; 

FIGURE 2 is a flow diagram for sending an electronic document and portions thereof 
for signing; 

FIGURE 3 is a flow diagram for receiving and signing an electronic document; 

FIGURE 4 is a flow diagram for retrieving and storing an electronic document; 

FIGURE 5 is a screen shot of an embodiment of the present invention illustrating 
icons used to identify specific areas of an electronic document for approval; and 

FIGURE 6 is a screen shot of an embodiment of the present invention illustrating 
visual identifiers used to represent signatures and initials within an electronic document. 



The present invention is a digital signature system and method for electronically 
signing documents. A preferred embodiment is shown in FIGURE 1. The system shown in 
FIGURE 1 includes one or more document processing systems 20, such as those provided by 
DocuSign™, connected over a public or private data network 15 to a plurality of user 
systems 10. In an alternative embodiment the system further includes a signature control 
server 30 connected over the network 15 to one or more document processing systems 20. 
The signature control server 30 stores information pertaining to subscribing users' signature 
information, such as the style and form of the users' electronic signatures. The document 
processing system 20 stores registered document information, user profiles, security 
authorization information, and copies of the users' electronic signatures. In yet an alternative 
embodiment, the local document processing system 20 includes a referenced path to one or 
more document storage systems 25. 



Detailed Description of the Preferred Embodiment 
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FIGURE 2 illustrates the preferred methodology for associating an electronic 
signature with a document or certain specific areas of a document stored in the system 20. 

At block 50, a user using a user system 10 creates or retrieves an electronic document 
that they wish to designate for review and signing by others. Examples of electronic 
5 documents include any type of file output by office utility applications (e.g. MS Word, 
Adobe Acrobat, AutoCAD, etc.) or form generating applications (e.g. Harland LaserPRO, 
REForms ZipForm, etc.). In an alternative embodiment of the present invention, at blocks 52 
and 55 the document created or selected in block 50 may be converted from its original 
format into an alternate format for processing. 

10 At block 60, the user system 10 opens a secure connection with the document 

processing system 20 over the network 15. Once a secure connection is established, at 
block 65 the user system 10 uploads the electronic document to the document processing 
system 20. At block 68, upon successful upload, the system 20 encrypts the document and 
registers information about the document such as submission date, ownership and access 

15 control. At block 70, the user system 10 sends a request to the document processing system 
20 to display the document in a standard Internet browser or user interface screen on the user 
system 10. 

At block 75, the user identifies one or more areas of the document requiring review 
and approval. One possible embodiment of this is shown in FIGURE 5 wherein the section of 
20 the document requiring approval is identified by placing icons 300 in the document locations 
where approval is requested. In an alternate embodiment, other ways of highlighting or 
otherwise visually differentiating the areas of the document where approval is requested may 
be used. The system records the absolute locations of these visual identifiers in the signing 
record. 

25 At block 80, the document processing system 20 sends notification to those 

individuals assigned to review and approve the document. 
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FIGURE 3 illustrates the preferred methodology of the present invention for 
receiving and signing an electronic document registered with the document processing 
system 20. At block 100, the user receives a notification that they have assigned tasks. At 
block 105, the user connects to the document processing system 20, preferably using a 
5 standard Internet browser or other user interface component. At block 1 10, the user verifies 
their identity to confirm access to the document. Once the user identity is verified in block 
110, at block 115 the browser sends a request to the system 20 to display the document on 
the user system 10. As the system 20 retrieves the document it compares the original 
electronic hash of the document with the current hash. If the underlying document has not 
10 been altered, it will be rendered correctly, if not, it will fail. This mechanism ensures that the 
document is unchanged. 

At block 120, the user reviews the document, including the specific areas where their 
approval has been requested. With further reference to FIGURE 6, at block 125, for each 
icon 300 or other visual identifier that is assigned to them, the user is able to place a unique 
15 electronic signature 305 representing their signature or initials 310. These electronic 
signatures (305 and 310) are preferably unique identifiers that are created by the user, 
encrypted and hashed by the system 20, and securely stored on the system 20 behind security 
access control components such as hardened passwords, identification tokens, or other 
means. An electronic signature may be in the form of text, sound, graphic or other 
20 distinguishing mark. The system 20 assures that each electronic signature is unique by 
assigning each of them a non-duplicate global identification number. Further, the electronic 
signatures are identifiable to their owner, and their use is tracked and audited by the system 
20 and, in an alternative embodiment, via the signature control server 30. 

The application of the electronic signature to the document is complete when the user 
25 places their electronic signature in the location that was assigned to them. The electronic 
signature is then registered by the system 20 to have been placed in a specific absolute 
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location in the document. The electronic signature is not physically placed into the document, 
but is preferably stored in an "overlay file" that allows it to visually appear in the document 
during viewing, but will not disrupt the originality of the underlying document through the 
act of signing. 

5 This process of signing may be repeated in block 130 until the user has electronically 

signed the document everywhere that was assigned to them. In the event the user does not 
approve of any portion of the document, at block 145 they may reject 315 the document. If 
approval is rejected, at block 150 the system sends notification to the sender with a reason for 
the rejection. At block 135, once all the electronic signatures (305 and 310) have been 

10 applied, the user approves the entire transaction by entering their verification credentials 
again in block 135. At block 140, a notice is sent out to all participants in the transaction that 
the assigned tasks are complete. 

FIGURE 4 illustrates the preferred methodology for retrieving and storing a signed 
document. At block 200, the user is notified that the assigned tasks have been completed. At 

15 block 205, using a standard Internet browser or other user interface component, the user 
connects to the document processing system 20. At block 210, the user verifies their identity 
to confirm access to the document. Once the user identity is verified in block 210, at 
block 215 the browser sends a request to the system 20 to display the document on the user 
system 10. At block 220, the user chooses what form of output they desire for storage of their 

20 transaction. Preferred choices include but are not limited to: printing a local copy of the 
signed document (block 230), downloading an electronic copy of the document to the user 
system 10 (block 240), or storing an electronic copy of the document in the document 
processing system 20 or document storage system 25 (block 250). 

While the preferred embodiment of the invention has been illustrated and described, 

25 as noted above, many changes can be made without departing from the spirit and scope of the 
invention. For example, the document type may vary limited only by the state of the current 
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technology. Likewise, the precise user interface shown herein may vary according to user 
preference and system platform demands or preferences. In addition, in some instances, the 
precise order of the steps of the methodologies may be changed. Accordingly, the scope of 
the invention is not limited by the disclosure of the preferred embodiment. Instead, the 
5 invention should be determined entirely by reference to the claims that follow. 
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